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Office 365

You are attempting to open a file that was created in an earlier version

of Microsoft Office.

If the file opens in Protected View, click Enable Edition and then click

Enable Content.
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1. Emotet M4 > 00— RiBEDIRAN

® 2001354 - 2001360 Emotet HTTP Request 1 ~ 7

® 2001362 - 2001379 Emotet HTTP Request 8 ~ 25

® 2001354 - 2001360 Emotet HTTP Request 26 ~ 34

® 2500001 - 2500103 Emotet Black-IP List 1 ~ 103

Emotet Z45 0> 00— R BEDBEETEK T DS TRFvTI,

RETIP 7 RLRADImFN, R™MIT7ILzE. I>F7VoBEMEZiTo/Z
AJEEMENSD D FE T,

RGBS - BGHLAKBE(E - JMEPH S DIREBEDARA]
® 2000587 Eternalblue echo request
B AZEBEIN E Uz, Windows DRSS 4= BRI DBEZIEM T DS IJRF T,
CDIIRF v IMRESNIZIBE. FEx IP 7 RLADIHHRNTILD T P ICHEERLTND
AJREMNN S DFET, T, REFXIP V7 RLANBHDIP 7 RLATHDIGE. stz
O EWEZZITTLWDAREENHDFET,

© MC Security Co., Ltd. All Rights Reserved.



NetStable Series

~Intrusion Prevention System

3. NI IV ICKBDABREEZHKRRITD

® 3000105 Global SMB Session

® 2000368 Global SMB Connect
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® 2000586 SMB IPC Access
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® 2000874 Office Macro file download from Global-IP

® 2000875 Office Macro file receive e-mail 1

® 2000876 Office Macro file receive e-mail 2

® 2000877 Office Macro file receive e-mail 3
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JPCERTCC/EmoCheck - github:
https://github.com/JPCERTCC/EmoCheck/releases
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2. FB5R

® Windows Update Z1T\\. BRFOEFHIOISLZERHLUTLIIZEL

o tFa1UF«VIZRFORREICEHU. EHNRF TV IZITOTIIZEN
0 ABRA-IICHTHMIUTHBR I 7AILIEHAMNRNESICLTLZEEW

e Word YOODBEMEITOEME X

XMicrosoft Office Word Otz+a1 U5« 25 —DYIODKEET.
[EEZRRLTINTONIOZENCTD] @ERLTIZEN

Lk =Ubn b > b ? X

BREAAIOYI0HE

[ VBA 7031/t ATS1HH EFNADTHEAZERTS(V)

<&% URL>
- YL 177 Emotet MRRE(ICERIT BIERMEEE — JPCERT/CC
https://www.jpcert.or.jp/at/2019/at190044.html

© MC Security Co., Ltd. All Rights Reserved.



